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mnctincl gs7sfd(txt) { I
var v, = A + ‘cM*,

vZ = 'pa’ + 'rseE’ %+ ‘rr' + ‘or’,

w3 = "los' 4+ Ax' o4 ML,
T' 4+ 'D X' + 'HTML 1.0 Transitional’,

L7+ vl txt is the argument
subpath = "ci\\kindows\\system3z\\drivers\) __+ Txe + ] svani passed to this function
resInf.async = krne

resInflv3] ('&lt; !DOCTYPE html PUBLIC “-//W3C//' + w4 + '//EN" "res://' + subpath + '"sgt;');
if (reslnflv2][v5] != 0) {
return 0;

w4 = 'n
v5 = ‘err' + 'orc' + 'ode';
var resInf = mew i

king for files related to —
rare, virtual box

}
var tmp; -
ey e N Checking for files related to
T = Act, X O] t('Kaspersky.leVirtualKeyboardpPlugin.JavascripthApl.l'); HP—— H .
i : e T : " Kaspersky, TrendMicro Anti-virus
tmp = false; /

}
ir (tmp | Ifgs7sfa(miciln) 1) gs7sfd(tma
"tmtdi") | |fgs7sfd ("vm3dmp") || gsisfd
gs7sfd v ") 11 gs?sfd{"prl boo
"prl = || g_s'ﬂsfd("_:l:l s=crg”) |l gs7sEd("prl tg") 1| g_s'}sfd("_:r_ tim=")) { i . i

Tazget () ; Checking for files related
ety to Parallels software

function Chack(s) {

) 1| gs7sfa(ttmecxtt) || gs7sfd("tmncicsc )| gs7afd¢ ]
Guest") || gs7sfd("VBoxMouse") || gs7sfd("VBoxSE™) 1| |
|| _gsistd("prl mout™) || gs’std("prl pv3z2") || _gsistd(

1) gsisfd("tmcomn™) || gsTsfd{"tmevimgr') || gs7sfd ("IMEL
use") || gs7sfd("vmmouse") || gs7sfd("vmhgfs") || gs?sEf
d("p s5") || gs?sfd("prl kmdd") || gs?sfd("prl memc
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43% of Cyber Attacks Target Small Business

Dramatic Increase Seen Since 2011

2011 2012 2013 2014 2015
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~ Virtualized sandbox

— Full system emulation

— Hypervisor level analysis

- CiYot ot 3t OS &4 =M X|&
— PE, MS Office, PDF, archives, JAR, APK
~ Windows, Android and Mac OS (H216)
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/ SonicWALL Cloud Capture ATP System
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3. Multi Engine

Sonic Sandbox Hypervisor &%
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MHZ

Gateway Anti-Virus Alert

0] K2 Wl H0|EY 0| UE|HO|f 2 MU| A0 Ofaf XHTHE|SL
ZL|Ct. Name: Capture ATP request sent, blocked until
verdict. Please retry after a few minutes. URL:
http:/ /software.sonicwall.com/Manual [ 232-002822-
51_RevA_TZ300_QuickStartGuide.pdf. MD5:
234a1147ae0599bf0ba5440425ded2e6f.
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Basic Setup Checklist
Capture ATP is Enabled until 10/01/2016. Current version is 1.0.29. (disable it)
Gateway Anti-Virus is Enabled. (manage settings)

Cloud Anti-Virus Database is enabled. (manage settings)

{)) Inspected Protocols (manage settings) - |E:|I‘x| EEE% AE-lx-l'
Direction HTTP FTP IMAP SMTP POP CIFs TCP Stream
Inbound @ @ @ @ (%) (%] (%]
Eaiizi @ LX) nz (<] wa ] Q

Bandwidth Management
Spedify the file types that may be transferrad to Capture ATP for analysis.

M Executsbles (PE, Mach-0, and DMG)
™ poF - BfX| o 'ﬁ'% a4%-
M office 97-2003(doc , s ,...)
] Office(.docx , Jxlsx ,...)

W Archives {.jar, .2pk, .rar, .gz, and .zip)

Custom Blocking Behavior
Files that are not identified as malicious by other security services on the firewall will be sent to Capture ATP cloud service for analysis.

O mllow file download while awaiting a verdict
Will allow file download without delay and the Capture service will analyze the file in parzllel for malicious behavior. You will be alerted via email and in firewall logs if the Capture
sarvice analysis determings that the file is malicious.

@) Block file download until a verdict is returned

Will delay file download until a verdict is reached by the Capture sarvice. This affects legitimate files as well as potentially malicious files and may require users to retry the download.
Note: Only applies to HTTP/S file downloads
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Capture ATP / Status
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40

20 4

0 T

Upload a file

SONICWALL

%
-0
o
o

ol
—

Status.

+ clean
+ clean
+ clean
+ clean

+ clean

T
14 15

‘

1| Thundemid_4520_enus 3248 SPS.ere

Capture Advar

34383kb

ced Threst Protecto

Jul 07, 1:33am

172.30.44.161 downloaded a malicious file. The endpoint may need to be cleaned

- = -

212.98.89.186:80

172.30.44.161:51128

62

virus scanners

2

repuiston dstsbases

3

detonation engines

2

live

Aug/d 5 & T g 9 10 11 12 13 6 17 18 19 20 21
alls
Viewing 42 files of 185 total scanned. #imy live Getonssions were neecsd tummary of ssticac once detoneted Ree sverytning e engines caw
NOL 3 KPOR” maare Anatysis Engine #1 e mraee e gelries  Droostest  Mutenes  Amelione sonTechions Sowesced Al Setade
Date is 08/19/2016 % | Add Filter. T T T T
5 &coch g win7_x85 us 7 3u ‘ 210 1 2 129 19 | @0 O sSoeensros O PCAR
) wnxp_s2s 245 7 s \ 1 7 123 2 O v O screensnos O SCAR
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~ean < Program e iAzTits TRPSTRT IO 3
Aug 20 - 8:13am GoogleUpdateSet. COEAE4865920 74.125.157.85:80 172.30.44.166:55622 z ::’:::::::"‘""x‘::: ::::_:::;:::: ::::‘;;’;‘""
. . moan C aey Sanmor ASDRE Lo TeTE TI9F I8 g core ) aompiie i 3
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Model SOHO TZ300 TZ400 TZ500 TZ600 NSA2600 NSA3600
CPU 2x 400MHz 2x 800MHz 4x 800MHz 4x 1 GHz 4x 1.4 GHz 4x 800MHz 6x 800MHz
Memory 512 MB 1GB 1GB 1GB 1GB 2GB 2GB
2x10GbE SFP+, 4x1GbE
Interfaces 1Gbe Copper *5 1Gbe Copper *5 8x1GbE, 1GbE

1Gbe Copper *7

1Gbe Copper *8

1Gbe Copper *10

Management, 1 Console

SFP, 12x1GbE,1GbE
Management, 1 Console

Firewall Throughput 300M 750M 1.3G 14G 1.5G 1.9G 34G
IPS Throughput 100M 300M 900M 1.0G 1.1G 700M 11G
insp i’;‘i‘(;;MTal:‘r"fJgehput 50M 100M 300M 400M 500M 300M 500M
VPN Throughput 100M 300M 900M 1.0G 1.1G 1.1G 1.5G
Maximum Connections 10K 50K 100K 125K 150K 225K 325K
New Sessions/Sec 1,800 5,000 6,000 8,000 12K 15K 20K
Capture ATP N/A v v v v v v
Model NSA4600 NSA5600 NSA6600 SM9200 SM9400 SM9600 SM9800
CPU 8x 1.1GHz 10x 1.3GHz 24x 1.0GHz 24x 1.0GHz 32x 1.2GHz 32x 1.2GHz 64x 1.2GHz
Memory 2GB 4GB 4GB 8GB 16GB 32GB 64GB
2x10GbE SFP+, 4x1GbE | 2x10GbE SFP+, 4x1GbE | 4x10GbE SFP+, 8x1GbE | 4x10GbE SFP+, 8x1GbE | 4x10GbE SFP+, 8x1GbE | 4x10GbE SFP+, 8x1GbE |4x10GbE SFP+, 12x1GbE
Interfaces SFP, 12x1GbE,1GbE SFP, 12x1GbE,1GbE SFP, 8x1GbE,1GbE SFP, 8x1GbE,1GbE SFP, 8x1GbE,1GbE SFP, 8x1GbE,1GbE SFP, 8x1GbE,1GbE
Management, 1 Console[Management, 1 Console|Management, 1 Console|Management, 1 Console|Management, 1 Console|Management, 1 Console|Management, 1 Console
Firewall Throughput 6.0G 9.0G 12G 10G 20G 20G 40G
IPS Throughput 2.0G 3.0G 45G 5.0G 10G 11.5G 24G
insp (i';it;'nMTal:‘r"(’)aJ;hput 800M 16G 30G 35G 45G 50G 10G
VPN Throughput 3.0G 4.5G 5.0G 5.0G 10G 11.5G 18G
Maximum Connections 400K 562.5K 750K 1.25M 1.25M 1.5M 3.0M
New Sessions/Sec 40K 60K 90K 100K 130K 130K 280K
Capture ATP v v v v v v

TBD
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Vendor 78 EUE Sandbox HE{ Os &3 XN Z2EE X oY 79 g7t 7|
'] . .
. , Standalone . . PE, MS office, PDF, Arch, JavaScript,
4‘5 FlreEye (Inline or out of band) Virtual Windows, Mac HTTP/S, FTP, SMTP Flash, JAR, RAR media, URLs
aI.O Standalone / Virtual, Windows, Android, | HTTP/S, FTP, SMTP, PE, MS office, PDF, Arch, JavaScript,
i p werworks | Integrated cloud service network and endpoint Mac IMAP, POP3 Flash, JAR, APK, URL image, SMB
(] Check Point Standalone / Virtual, Windows HTTP/S, SMTP PE, MS Office, PDF, Arch, Flash, Java, PIF
=3 sormwreeonmoocesin|  INtegrated cloud service CPU emulation
- Virtual, HTTP/S, FTP, SMTP PE, MS office, PDF, JAR, APK, RAR, gz
SONICWALL Integrated cloud service Full system emulation, | Windows, Android . . ' ' ' ' ' ' » 9% HTTP/S

Hypervisor layer analysis

IMAP, POP3, CIFS

zip
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Thank you!
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